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Los buenos deben 
proteger el 100 % de las 

vulnerabilidades
Los malos solo necesitan 

una para entrar
Contexto

El soft ya hace muchas 
cosas que hasta ahora 

hacían los hackers
Ej: Cobalt Strike

No todos los 
hackers requieren 
conocimientos 
técnicos
Hacking as a service

Cambio de objetivos
Han pasado de buscar 
dinero fácil o “reputación” a 
buscar grandes secuestros 
y sabotajes

Contexto
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Objetivos:

● Reducir el número de 
incidentes de seguridad 
mediante la prevención

● Ahorrar tiempo y dinero 
con la detección precoz

Campus de formación y concienciación



Campus de formación y concienciación
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En un entorno de digitalización donde están en 
auge las ciberamenazas, la falta de 
concienciación en materia de ciberseguridad 
de la mayoría de usuarios de las tecnologías, 
se convierte en la mejor vía de entrada para 
perpetrar ataques con éxito.

Por tanto, el usuario es la primera línea de 
defensa de nuestros sistemas, y en 
consecuencia debemos hacerlo consciente de 
su importante papel en la seguridad y formarlo 
en las mejores prácticas para la ciberseguridad.
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Para ayudar en esta tarea de concienciación de 
los usuarios de las tecnologías, tenemos 
desarrollado un campus de concienciación en 
las principales buenas prácticas a tener en 
cuenta en cuanto a Ciberseguridad.
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Aspectos tratados en el campus de concienciación como buenas prácticas en ciberseguridad.

-Cómo gestionar y hacer 
uso de contraseñas 
seguras.

-Dispositivos móviles 
hoy totalmente 
extendidos, como hacer 
un uso seguro.

-Redes sociales y la 
exposición de nuestros 
datos.

-Phishing, como 
identificar y prevenir.

-Redes públicas, cuando 
y cómo utilizarlas.

-Navegación segura, 
precauciones e 
identificación de entornos 
comprometidos.

-Seguridad en la nube, 
presente ya en todos los 
ecosistemas.

-GDPR, precauciones en 
el uso de datos 
personales.



Campus de formación y concienciación
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Estructura del curso: Textos explicativos, preguntas sobre el tema,  contenidos dinámicos…



Campus de formación y concienciación
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Estructura del curso: Test para la evaluación de la asimilación de los contenidos.
• Un test de 4/5 preguntas por módulo. 
• Parametrización sobre los modos de consecución del curso, según dinámica demandada.



Ayuda a la gestión de vulnerabilidades
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Ayuda a la gestión de vulnerabilidades
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Ayuda a la gestión de vulnerabilidades
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Phishing: Definiciones

La ingeniería social es un conjunto de técnicas 
orientadas a la manipulación psicológica de 
las personas para conseguir que éstas hagan 
algún tipo de acción en favor del atacante.
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Phishing: Definiciones

Una de las estrategias más extendidas es el 
phishing: correos electrónicos maliciosos 
diseñados para infectar con malware los 
sistemas, robar información, sustraer 
credenciales, extorsionar a las víctimas e 
incluso desplegar amenazas avanzadas.
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Phishing: Gophish

Instalación Configuración Lanzamiento Resultados
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Phishing: Gophish
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Phishing: Gophish
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Phishing: Tipología de campañas
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Hacking as a service
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What i'll do:
I will do anything for money, i'm not a pussy. 
If you want me to destroy some business or a persons life, i'll do it!

Some examples:

• Simply hacking something technically
• Causing a lot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.
• Economic espionaje
• Getting private information from someone
• Ruining your opponents, business or private persons you don't like, i can ruin them financially and or get them arrested, whatever 

you like.

If you want someone to get known as a child porn user, no problem.
The following prices are estimates, if i think a specific job takes more time and money i will either refund you or you will send the
remaining once we talked.

If you are unsure about which category to choose, choose the lower priced one in question.
You will only pay for successful jobs, if i can not do anything for you i will refund you. But keep in mind depending on your target
specific things might take longer and require an addition payment, but only after i can show some success.
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What i'll do:
I will do anything for money, i'm not a pussy. 
If you want me to destroy some business or a persons life, i'll do it!

Some examples:

• Simply hacking something technically
• Causing a lot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.
• Economic espionaje
• Getting private information from someone
• Ruining your opponents, business or private persons you don't like, i can ruin them financially and or get them arrested, whatever 

you like.

If you want someone to get known as a child porn user, no problem.
The following prices are estimates, if i think a specific job takes more time and money i will either refund you or you will send the
remaining once we talked.

If you are unsure about which category to choose, choose the lower priced one in question.
You will only pay for successful jobs, if i can not do anything for you i will refund you. But keep in mind depending on your target
specific things might take longer and require an addition payment, but only after i can show some success.

I will do anything for money, 
i'm not a pussy. 

If you want me to destroy 
some business or a persons 
life, i'll do it!
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What i'll do:
I will do anything for money, i'm not a pussy. 
If you want me to destroy some business or a persons life, i'll do it!

Some examples:

• Simply hacking something technically
• Causing a lot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.
• Economic espionaje
• Getting private information from someone
• Ruining your opponents, business or private persons you don't like, i can ruin them financially and or get them arrested, whatever 

you like.

If you want someone to get known as a child porn user, no problem.
The following prices are estimates, if i think a specific job takes more time and money i will either refund you or you will send the
remaining once we talked.

If you are unsure about which category to choose, choose the lower priced one in question.
You will only pay for successful jobs, if i can not do anything for you i will refund you. But keep in mind depending on your target
specific things might take longer and require an addition payment, but only after i can show some success.

• Simply hacking something technically
• Causing a lot of technical trouble on websites / 

networks to disrupt their service with DDOS and 
other methods.

• Economic espionaje
• Getting private information from someone
• Ruining your opponents, business or private 

persons you don't like, i can ruin them financially 
and or get them arrested, whatever you like.

If you want someone to get known as a child porn 
user, no problem. 
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What i'll do:
I will do anything for money, i'm not a pussy. 
If you want me to destroy some business or a persons life, i'll do it!

Some examples:

• Simply hacking something technically
• Causing a lot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.
• Economic espionaje
• Getting private information from someone
• Ruining your opponents, business or private persons you don't like, i can ruin them financially and or get them arrested, whatever 

you like.

If you want someone to get known as a child porn user, no problem.
The following prices are estimates, if i think a specific job takes more time and money i will either refund you or you will send the
remaining once we talked.

If you are unsure about which category to choose, choose the lower priced one in question.
You will only pay for successful jobs, if i can not do anything for you i will refund you. But keep in mind depending on your target
specific things might take longer and require an addition payment, but only after i can show some success.

The following prices are estimates, if i think a 
specific job takes more time and money i will either 
refund you or you will send the remaining once we 
talked.

If you are unsure about which category to choose, 
choose the lower priced one in question.
You will only pay for successful jobs, if i can not do 
anything for you i will refund you. But keep in mind 
depending on your target specific things might take 
longer and require an addition payment, but only 
after i can show some success. 
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¿Cómo conseguir más concienciación?


